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process eleclronic refmburse-
ment claims, The 1.5, Depant-
ment of Human Bervices has ap-
praved standardized codes to be
used for medical concepts, diag-
noses and procedures, as well as
electronic insurance claims and
other transactions. It does not
require climeal socaal workers o
use elecironic wansaciions, but
eventuaily there may be advan-
tages for dong so.

HIPAA privacy regulations es-
tablish that personal health in-
formadion must be kept confi-
dential The regulations establish
2 baseline of patieni/client pro-
tections by defining the nghts of
individuals, adminisirative cblig-
atdons of providers and perrot-
ted uses of protected healh in-
formation.

In addition to these twa setdy
of regulations, a security regula-
tion, which has not yet been fi-
nalized and published, will cut-
line punimum adminstrative,
technical and physicn] Safe-
guards reguired to prevent unau-
thorzed access o client records.
{Some secunty measures are al-
ready recorunended in the elec-
TORi¢ transacuons and code set
standards and the privacy regu-
fations )

HiPAA will also finalize a sy
e PuUiing into place standard
ntronal nonbers to identify
health care providers, health
plans and employers, In 2002,
the Employer Identification
Number (EIN} Issued by the I
ternal Revenue Service was se
lected as the identifier for em-
ployers and went into effect on
July 30. Identifier numbers for
health plans and providers will
be determned.

What is a covered entity?

Social workers who Rt the def-
ingtion of a “covered enuty” are
required to comply with the
HIF'AA regulations. Covered enti-
ties are”

* A health care provider who
transmils health or behavioral
health claims-type information
electronically, tncluding pracu
Honors in agencies or private
practice.

* A health plag, incleding
HM{rs, health insurers and group
health plans.

» A heath care clearinghouse,
which is an organization that
translates nonstandard elaims in-
formation between payers and
providers.

Some soctal workers may not
ransmit healty claims-type in-
formation electronicully and
thas are not coversd entities.
Nevertheless, over the next few
years these ransactons arg
likely 1o become standard indus-
3 practce.

How do social workers comply
with electronic Tansactions
and code set standards?

The initial deadline for com-
plying with the electronic fans-
action and code set standards
hag passed. Covered enttites
should have been in compliance
by Qct. 16, 2002 {Oetobser 2002
WEWS]. Covered entides who
werg noi in compliance on Oct.
I, 2002, werg required Lo com-
plete an extension forn for corm-
plving by Oct. 16, 2003

Morgan explained that most of
the reguirements under the elec-
trarjc transactions and code set
standards will affect providers,
hezlth plans and clearinghouses
that transmit medical and billing
daz

Social workers affected by
HIPA#A, however, should talk
with their software vendors 1o
ensure that their compueer sofi-
ware is FIPAA corpliant Tegl-
ing of data transmission for com-
pliance is akso advised; several
companies offer westing services
for data LansMIssion.

Social workers should also
ensure that all patient-identifi-
able information is enerypled
hefore transmiting it over the
Intemet, including in e-mail
messages. A computer “firewall”
is recomrnended 1o provide se-
curity and restrict outside ac-
cess.

How do sorial workers comply
witl the privacy regnlations?

Thers are three main forms
stcial workers qualifying as cov-
ered entities should prepare in
order 1o be HIPAA compliaat, al-
though additional forms may be
usetl.

The mast complex of these is
the “Notice of Privacy Prac-
tices.” This form details the way
client information is handled
within the practitioner’s office,
and it shonid be distributed to
clients, posted in the office and
onto any Web sites affiliared
with the pracrice.

Morgan explained that a na-
tonwide model form is difficult
for practitioners to nee, beciase
each state has its own privacy
standards. Under HIPAA regula-
tions, state privacy standards
that are stricter than the federal
povacy standards take prece-
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dence and must be reflected in
the practitionet’s document. The
“Notice of Privacy Practices™
must also dovelail with and ex-
plain established in-house poli-
cies.

“Social workers must find oot
what their state requirements
are” before preparing the form,
Morgan =aid

Another form covered entities
should prepare is an avthoriza-
risn for release of records. “This
is fairly simple and straightfor-
ward,” Morgan said, However,
specific elements are
:mder HII‘AA The form should
be d d 10 obtain perms
from clients for redease of
records $o another party.

“The icky part is to kmow
when using the form is required
and when it isn't. However, there
is nothing to prevent you from
gerring consent even if HIPAA
does not require it,” Morgan said.
She also noted that NASWs
Code of Ethics already requires
social workers (o 0bLain consent
from clients (“Privaey and Condl-
dentality,” secdon 1.07),

Covered entities must also de.
velop a contract far any business

«cy that e client infor-
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mation ta pecform a task for the
enrity. HIPAA regulations ine
elude a model form for this con-
tract. Thes form is 10 ensure that
businesaes dealing with identifl-
able cliext nformation in areas
such as claims, legal concerns or
Hilling will be compliant with
HIPAA A “business asuociate” is
u ¥eparate organzaiion asually
operating wnder a confract With
the covered entity.

HIPAA alse establishes a “Min-
imtum Necessary Standard™
undey the privacy regulitions.
This standard ensures that the
mintmum amaunt of indormation
about clients or patients is dis-
closed for any given ansaction.

To comply with these standards,
soeial workers should review
their and perform
evaluations such as ensering
that elient records are not easily
accessible, computers are safe-
guarded and confidential conver-
sations are not overheard,

How will the regolations be
enloreed?

Failure to comply with HIFAA
regulations could result in finan-
ciul penaliies or criminal
charges.

However, Morgaen noted, HHS
has said that *enforcement is
going 0 be complanrdniven
Random searches or audits are
unlikely during the early yenrs of
enforcement.” Furthermore, if 2
complaint 1 filed, HHS will ap-
proich the situation with the
goal of helping providers come
itto compliance

“What's most impertant s doc-
wmenting a good-faith effod to
comply,” Morgan cxplained. “H
you are working toward compli-
ance, keep a record of what you
are doing, This will create a
paper tradl, so ff reguialars do
evaluale your compliance, you
can demonstrate the steps
you've taken "

Such efforts include spending
firne reading about HIPAA Tegu-
tations, atending rentinuing ed-
wcallun and training conrscs,
consulting with attorreys, pur-
chasing HTPAA forms, asing on-
line rescurces and performing
SeCWrity reviews.

“While understandng what s
requircd for HIPAA compliance
is somewhat complicated, the
provisions are deswyned (o ule-
mately take things simpler,”
Morgan sad, "Sacial workers
don't need 1o pazuc, but every-
one should make sure they are
keeping themselves educnted
abaut these regulations.”

| WELFARE VIEWS
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administration’s strategies in-
<lude orienting the current sys-
e toward securing full-time
work for recipients and increzs-
ng the number of hours recipi-
cnts are requiired (o work.

In addressing NASW's con-
rerq aboul senviecs for recipi-
eats with inultiple bamriers to
selsufficiency, Hom said that
the Bush administmation s con-
cerned that “despite successes,

etyzaged in meaningful, effective
worle” He said the administm-
Lon i5 promodng i “universal
engagement strategy” in which
garh recipient is required to
have a plan toward selfsuffi-
cicney.

Horn said the welfars reau-
thorization preposal's engage-
ment strategy should heip reveal
the issues — such as domestic
ahuse, depression. or subsLance
abuse — that reripienis may be

aeing.
Woodside told Hom chat
NASW agrees that each welfare
recipient showld huve 2 plan, but
she expressed concern that the
president's proposal does not
spell ont that an up-front assess-
ment is required, nor does it

stipalate that qualified proles-
sionals be in place to make the
assessment, “We'd like to make
sure that, really happens, ™ she
told Hom. Clark noted that hav-
ing employets in pluce whoe 1re
able to provide 2 competent
biopsychosocial assessment is
crucial )

Horn said he does not support
a sinple standardized ussess-
ment angd believes states can de-
velop their own tools if provided
with a requurement framework

On enbsancing the eapacity of
the welfare infrasimueture, Hom
said, “We must help states de-
velop the capacity” Lo effectively
wnanage thewr welfare cases. He
said the Bush plan will include
increased hunding o states for
technical assistance

Woodside said that states are
in definite need of inancial help
on warlforce issues. She noted
2 “mjsmarch” inthe number af
warkers and the number of fam-
ilies needing sorvices amd said
that state budaet deficus are re-
sniting in hiring freezes and
staffing cuts,

Woumdside aiso stressed the
imporiance of ensuring that the
workers who are in, place are
skilled. “The wokkers them-

selves are concemed” about
their competence, she sad.
"Many frel unqualified [to per-
form assessments].”

“The more judgment people
need to make Jabout cllents’
neads}, the better educated and
sldlled they need o he,” Wood-
side told Harn.

Horn 1s a elinical child psy-
chologist. He was appointed to
the Administration for Children
and Families in July 2000 Be-
fore his appoiniment, he was
president of the National Father-
hood Initiative. He aiso served
i the previous Bush administra-
L16n on oMmissions and adst-
sory boards addressing children
and welfare. He has wrkten and
edited a number of bonks and
has written a weekly newspaper
column, *Fatherly Adwce™

“The meeting was a good op-
poriunity for us 10 explain our
strat=gies and prionites on wel-
fare reform,” Dernpsey said.

“We were pleased to have
beon yvited 1o meet with Hom.
and we hope this meeting will
help us kreep the lines of com-
runication open with the Bush
administradion on weifare re-
form and other issues,” Glark
said.

NASW ONLINE:

HIPAA HIGHUGHTS

Wieds Ly L resolroes, nformalon
atWOUT & e DRdINE braaning pro-
gram, a slideshow presentation and
3 Lud of live mraining tes. Look on
the heetie page,

2002 ANNUAL REPORT

An online summary of last year's ac
Hwities and secomplishments (rom
chagtors and the ragana office.
Leok under "About NASW."

RESEARCH SPOTLIGHT

News abotl cutting-edfe resenrch
£rom schooly of sociat work, culls
For canference papers.. and infarma-
gon annew grants Look wider “Fe
suurees”

WOMEN'S HISTORY MONTH
Fraturés abput wamen's contribii-
tons 1o the socal work professien,
420K on the home page.

LOMG-TERM TARE STANDARDS
Reail anC commens by Marcd 51 o8
XASW's drafl Standarass lor Social
Work Sepiecs in Lopg Torm Care
Facliries Look on the fome page.




